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Abstract. The recently enacted European regulation on Artificial In-
telligence (AI), the AI Act, seeks to mitigate risks associated with AI
systems and to protect fundamental rights while promoting innovation
within the European Union (EU). For cybersecurity educators and pro-
fessionals, Article 4 of the AI Act promotes the tremendous challenge of
obliging organizations that use AI systems to educate their employees
on the subject, in order to promote AI literacy. This article therefore
provides a systematic literature review on the AI Act and its criticisms,
with the intention of fostering an understanding of the challenges ahead,
by providing an educational overview on the subject of AI regulation. We
find research on the AI Act from a cybersecurity perspective to be scarce.
The results of our review demonstrate that the Act has faced significant
criticism for its lack of clarity and the challenges of concrete application,
stemming from the complexity of algorithms and the diverse range of sec-
tors it encompasses. The complexity of implementation of the regulation
hinders compliance and, overall, innovation, leaving several opportunities
for regulatory improvement and academic research.
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1 Introduction

Artificial Intelligence (AI) is seen as the driver of the next worldwide revolution,
affecting researchers, information and computer science professionals as well as
experts on cybersecurity and cybersecurity education. AI, Large Language Mod-
els (LLMs) and machine learning (ML) are seemingly mixed, offering possibilities
hitherto unimagined, yet it is up to regulators to provide order and structure
where previously chaos ruled. In less than a decade, AI has undergone rapid
advancements and has emerged as a critical force shaping our societies at an ac-
celerating pace. Consequently, this acceleration culminated in a surge of public
and private interest. Indeed, as AI continues to disrupt industries, governments
recognize its potential to revolutionize areas like healthcare, education, or fi-
nance, while also acknowledging risks to privacy and cybersecurity. The reliance
of ML systems on vast data sets presents a variety of ethical and legal challenges,



2 F. Tronnier et al.

e.g. through a lack of accountability, fairness and transparency, highlighting the
need for clear guidelines.

Aware of the scale of these concerns and with the ambition of ensuring excel-
lence in the field, the European Union (EU) has adopted a strategic approach,
aiming to position itself as a pioneer in the regulation of AI. This ambition in-
volves establishing standardized norms and rules to govern the behavior of the
many actors, in order to safeguard individual privacy and security and ensure
that AI systems align with societal values. The European Commission (EC) im-
plemented legislative initiatives such as the General Data Protection Regulation
(GDPR) in 2018, which aims to protect the confidentiality of personal data and
guarantee the privacy of EU citizens. It introduced transparency and informa-
tion requirements, which were later complemented and formalized in the specific
field of AI by the AI Act, which came into force in August 2024. The Act seeks to
mitigate risks associated with AI technologies and to ensure its secure and ethi-
cal use across various sectors. It aims to regulate AI as a whole, ensuring trust,
in order to foster innovation among the EU while protecting fundamental rights.
However, the implementation of these regulations is complicated by the com-
plexity of ongoing technical innovation and the diversity of applicable sectors.
Considering the recency of the regulation, the objective of this work is therefore
to provide a comprehensive overview of the existing literature on the scope and
the limitation of EU AI Act. A specific focus is put on the field of cybersecurity.
The results aim to provide guidance and orientation for the continuous improve-
ment of AI regulation, and depict the status quo of research on the AI Act for
cybersecurity professionals that will be affected by the implementation of the
Act. Thus, this work addresses the following research question:

RQ: What limitations, challenges and gaps have been observed in the AI Act?

In the following, the second section provides background information on the
AI Act and its link to cybersecurity education. Section three introduces the
methodology, a systematic literature review following [3]. The results are then
presented in section 4. This work concludes with a summary of the identified
challenges, while outlining limitations as well as areas for future research.

2 The AI Act and its Link to Cybersecurity Education

The European Commission’s definition of AI in the AI Act (Art. 3 AI Act)
emphasizes the autonomy of systems. Concretely, the AI Act mainly targets
AI applications that rely heavily on algorithms using ML. As ML systems be-
come increasingly integrated into various aspects of society, their socio-technical
implications are becoming more apparent. The use of ML systems has raised
significant concerns [33], e.g. surrounding data usage [11]. Consequently, the
widespread adoption of AI and ML across sectors can lead to harmful conse-
quences if ethical concerns are not addressed [34]. To address such concerns, the
EU AI Act, proposed in 2021 and in force since August 2024, establishes a risk-
based regulatory framework to mitigate potential harm arising from the use of
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AI systems. Unlike the GDPR, which applies to all automated decisions affect-
ing individuals, the AI Act focuses exclusively on AI systems, categorizing them
based on their potential detrimental impacts on health, safety, and fundamental
rights. These legal regimes cover four clusters of AI systems with (i) unacceptable
(severe), (ii) high, (iii) limited, and (iv) minimal risks. This classification ensures
tailored regulatory approaches to manage the risks associated with different AI
uses effectively. The AI Act integrates ethical considerations aimed at promot-
ing AI development while safeguarding human rights and values. It contains a
closed list of prohibited AI practices associated with AI systems which are rated
with Unacceptable-Risk (Art. 5 AI Act). These are AI systems that pose clear
threats to human safety, dignity or rights. Limited-risk AI systems need to com-
ply with transparency obligations defined in the regulation. AI systems whose
risk is deemed minimal can follow a voluntary code of conduct defined in the
Act. The AI Act primarily focuses on high-risk systems, which pose a greater
potential threat to society, categorizing them in two types (Art. 6 AI Act): (i) AI
intended to be used as a product covered by specific EU legislation, such as civil
aviation, and (ii) AI systems listed in Annex III of the AI Act, such as systems
for law enforcement and education and vocational training. Providers of high-
risk AI systems must meet strict requirements to ensure that their AI systems
are trustworthy, transparent and accountable (Chap. III AI Act). Particularly
important for cybersecurity professionals are the obligations introduced in the
Act. They must conduct risk assessments (Art. 9 AI Act), use high-quality data
(Art. 10 AI Act), document their technical and ethical choices (Art. 11), keep
records of their system’s performance (Art. 12 AI Act), inform users about the
nature and purpose of their systems (Art. 13 AI Act), enable human oversight
and intervention, and ensure accuracy, robustness, and cybersecurity (Art. 14
AI Act). They must also test their systems for conformity with the rules before
placing them on the market or putting them into service, but they also have to
establish a post-market monitoring system (Art. 72 AI Act). As transparency in
AI systems is a major point of the act, accountabilities are shifted at all stages
along the value chain imposing strict obligations not only on the ‘provider’ of
a high-risk AI system, but also on the ‘importer’, ‘distributor’ and ‘deployer’ of
such systems (Chap. III-Section 3 and Chap. 4 Art. 50 AI Act).

Several comments and opinions were published throughout the development
process of the AI Act. De Cooman [7] argues the AI Act’s deficiency in ad-
dressing the full range of risks associated with AI systems by referring to the
potential harms of non-high-risk AI, i.e. AI systems with limited or minimal
risk. The author also highlights the importance of culture and social tolerance
in determining harmful applications of AI. Gyevnar et al. [15] argue that there
is a lack of concrete mechanisms to ensure real explainability of AI systems. The
transparency requirements defined by the Act are likely to remain superficial
without clear criteria for explainability and robust audit measures. Scantam-
burlo et al. [31] evaluated the challenges of determination of risk level in AI
systems. Their report includes a critical evaluation of legal requirements, and
urgent recommendations to help providers achieve compliance.
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In the context of cybersecurity education, the AI Act needs to be addressed
from two main perspectives. Firstly, AI systems and solutions are increasingly
being used for cybersecurity purposes, as well as for cybersecurity education. For
instance, the authors of [1] use Generative Pre-Trained Transformers (GPT) to
create tailored and dynamic cybersecurity training material. The results indicate
the solution’s applicability in enhancing cybersecurity awareness. As another
area of application, [20] study the applicability of AI chatbots for career coun-
selling for cybersecurity professionals. Such work thereby corresponds to Recital
56 of the AI Act which aims to foster the use of AI for educational purposes by
stating that “the deployment of AI systems in education is important to promote
high-quality digital education and training and to allow all learners and teachers
to acquire and share the necessary digital skills and competences, including media
literacy, and critical thinking, to take an active part in the economy, society, and
in democratic processes. [...] When improperly designed and used, such systems
may be particularly intrusive and may violate the right to education and train-
ing as well as the right not to be discriminated against and perpetuate historical
patterns of discrimination [...] ” (Recital 56 AI Act). As observed, the Recital
highlights the need for caution when introducing AI for educational purposes,
which further emphasizes the need for more research on both, AI systems and the
AI Act in ensuring security. This serves as a motivation for this work. Secondly,
cybersecurity researchers and practitioners need to work on mitigating threats
and risks of AI applications, while being aware of the requirements set forth by
the corresponding regulation: “Providers and deployers of AI systems shall take
measures to ensure, to their best extent, a sufficient level of AI literacy of their
staff and other persons dealing with the operation and use of AI systems on their
behalf, taking into account their technical knowledge, experience, education and
training and the context the AI systems are to be used in, and considering the
persons or groups of persons on whom the AI systems are to be used.” (Art.4 AI
Act). Thus, cybersecurity education is seen as an incremental task when working
with AI systems. Therefore, we investigate the AI Act in more detail, aiming to
find whether and how cybersecurity research is currently addressing the AI Act.

3 Methodology

Our research fills the identified gap in academic research by conduction a sys-
tematic literature review on the scope, limitations and issues with respect to
the implementation of the AI Act, following its introduction. The aim of this
work is to provide a comprehensive overview of on the topic at hand. Thus,
the recency of our articles found was set as a priority. To conduct a system-
atic literature review, we followed the guidelines and best practices provided by
Brocke et al. [3]. In accordance with the taxonomy of Cooper [6], the goal is
to structure existing criticism towards the AI Act as well as to define central
issues with and of the regulation. In doing so, we focus on research outcomes
rather than research theories. The coverage is to be seen as representative, while
the perspective is espousal of position. The target audience are general scholars
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Fig. 1. PRISMA literature review process, following Page et al. [26]

and practitioners, interested in the application and limitations of the AI Act,
in the context of cybersecurity. We utilized the PRISMA 2020 checklist [26] as
a framework to report our literature identification process. The focus on the
AI Act and its relation to cybersecurity education guided the research process.
However, too few articles met these initial criteria. Therefore, the scope was
broadened towards cybersecurity and the AI Act in general, by also including
few additional information sources from academic and legal blogs and websites.
The database used to analyse the official regulatory texts from the European
Commission was EUR-Lex, as well as the official sites of the DGPR and the
AI Act. The scientific databases consulted to identify relevant academic studies
were ACM Portal, Google Scholar, IEEE Xplore Digital Library, Science Direct,
AiS Library, Science Direct, Springer Link and the SSRN platform. The term “AI
Act” was included in all search queries. Key additional search inputs included
the following keywords: “AI Act analysis”, “AI Act regulation” and “AI Act AND
cybersecurity”. 28 final hits emerged that were selected for our analysis in the
results section. The most relevant studies were chosen based on a critical anal-
ysis of the AI Act applied to general cases, ensuring a representative sample of
the respective domains. The detailed PRISMA flowchart illustrating the selec-
tion process is provided in Figure 1. We used the concept-centric approach by
Webster and Watson [37] to analyse trends and key concepts highlighted in each
of the selected articles.
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4 Results

Table 1 provides an overview of the occurrence of different observations and iden-
tified limitations of the AI Act across the relevant literature. The results depict
the identified domain of research in which the obtained articles were conducted.
Individual articles were often located at the interface between two or more re-
search domains, for example in cybersecurity law journals, which represent the
intersection between legal and information technology research. In addition, the
presumed addressee of the article is indicated by the perspective of the article.
It can be seen that many articles are aimed at regulators or policymakers, while
only a few articles are addressed to academics or companies, or consider their
perspective on the AI Act. The common thread running through all articles is
a dedicated analysis of the AI Act and its regulatory challenges. Trends and
notions mentioned in the reviews were recurrently noted, enabling them to be
classified into generalized categories. If a paper focuses or discusses one of the
aggregated categories, we indicate it with an “¥” in Table 1. In the following,
the main identified research themes are discussed.

4.1 Ambiguity of definitions and scope

The first category of findings in Table 1 refers to the lack of clarity in the def-
inition of terms and requirements outlined by the AI Act and was the topic
identified most frequently in the reviewed literature. The current regulation is
criticized by multiple identified articles for creating ambiguity and uncertainty
due to overly broad definitions of legal status that necessitate clarification. Gyev-
nar et al. [15] refer to the mismatch of views as “the transparency gap” which
argues that the definitions, scope and purpose of transparency in regulations
are not in agreement with how technological approaches understand them. Pol-
icymakers view transparency as a mean that supports wider values such as ac-
countability, human rights, and sustainable innovation. In contrast, explainable
AI (XAI) views transparency narrowly as an end in itself, focusing on explaining
complex algorithmic properties without considering the socio-technical context.
This difference leads to challenges in aligning technical applications with regu-
latory requirements. Musch et al. [24] underline the lack of direct translation of
the instructions described in the regulations into concrete process. Consequently,
this unclarity can leave room for interpretation, weakening its implementation
across stakeholders of the value chain of systems but also across member states
[8]. Moreover, according to the scenarios, the question of legal responsibility
between developers, providers, and users is not fully resolved by the AI Act.
Yet, they are necessary to prevent damage caused by AI systems if too many
liberties are taken, to avoid undermining stakeholder trust, and prevent nega-
tive impacts on innovation [38]. Clarifying accountability is crucial, particularly
when it comes to opaque ML algorithms like black boxes, where the risk of error
is inherent. The question of responsibility for the results arises further when it
comes to unintelligible probabilistic models [22]. Ruschemeier [30] provides an
exemplary work on the challenge of regulating AI. The authors discuss how AI
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Table 1. Classification of literature by research domain, perspective and identified
issues with the AI Act.
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can be regulated, given the constantly evolving topic and a plethora of differing
definitions of AI. A solution mentioned by White [38], although purely theoret-
ical, is then to start attributing legal personality to AI. Therefore, the author
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is optimistic about the AI Liability Directive (AILD), a proposal introduced by
the European Commission in 2022 that aims to clarify the legal responsibilities
of parties involved in AI systems.

4.2 Risks and risk classification

The second category of identified findings criticizes the risk classification of the
AI Act, which is deemed to be too static, causing the omission of certain AI
systems, particularly those deemed “low-risk”, yet still capable of generating sig-
nificant social, ethical, or psychological consequences [36]. Therefore, the AI Act
does not capture the full scope of consequences, neglecting intangible impacts
such as systemic discrimination particularly linked with algorithmic bias of ML
models. According to the author, one danger of the Act is that it creates “grey
areas” in the regulation, leaving many harmful applications outside the regula-
tory scope. As Ebers et al. [10] point out: “The Commission should avoid what
this article humorously labels as the Humpty Dumpty fallacy. Just because the
Proposal dichotomizes high-risk and non-high-risk AI systems does not mean
the latter are not worthy of discussion.” Even the categorization of “high-risk”
AI systems is considered “unduly blunt and simplistic“ [32]. Indeed, high-risk
AI systems may still be deployed even if they interfere with fundamental rights,
if those deploying them adhere to the requirements set out under Chapter III.
The protection afforded by the Act hence entirely depends on whether the closed
‘high-risk list’ provided in Annex III, is sufficiently comprehensive and up to date.
But, according to the authors, this demand may be hard to meet, especially given
the technology’s evolving nature. In addition to the complexity of preemptively
assessing the risks, another major challenge lies in concretely applying the risk-
based approach. The Act does not cover all algorithmic methods encompassed by
ML. As a matter of fact, it overlooks a crucial technological aspect, particularly
in Article 10, by limiting the scope of requirements to training, validation, and
testing data. While datasets are undeniably critical for data-driven AI systems,
such as reinforcement learning, methods like planning and reinforcement learn-
ing do not rely on the same techniques as supervised learning, from which these
terms originate. It remains unclear what requirements should be met for systems
that rely on the input data of such methods to generate their explanations. [15].
For more complex types of ML algorithms, compliance with these requirements
becomes even more challenging, particularly in monitoring system quality and
managing bias and discrimination due to their complexity and opacity. Scant-
amburlo et al. [31] point out that applied to even more general- purpose AI sys-
tems, the compliance process becomes rather complicated due to their potential
for diverse purposes. Delegating the responsibility of defining permissible uses
to providers, along with the corresponding obligations for compliance of poten-
tially harmful systems, raises legitimate concerns. Therefore, the establishment
of more precise criteria is deemed necessary to define which requirements a sys-
tem is subject to and what constitutes the validity of the different requirements.
To address the multiple and changing high-risk classifications and the unknown
land of AI risks, Golpayegani et al. [14] developed an open resource vocabulary
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for AI risks (VAIR) to represent and assist with AI risk assessments of systems
that respect Annex III conditions and help with documentation. VAIR is in-
tended to facilitate the Ai acts applicability by providing a common vocabulary
that facilitates knowledge sharing and connectivity between stakeholders in the
AI value chain. A set of guiding principles for cybersecurity requirements for
high-risk AI systems is provided by [18] of the Joint Research Centre (JCR) as a
service by the European Commission. It aims to address some of the challenges
and limitations in this work by providing a high-level assessment of the AI Act.

4.3 Missing coordination of standards and regulation

To ensure the AI Act’s effectiveness in achieving harmonization, legal challenges
arise from the coordination with existing standards. This issue falls under the
third category of 1. Indeed, current standards, such as industry-specific stan-
dards, need to be adapted. Heidemann et al. [17] illustrate this point using
existing road-vehicle safety standards that align well with Article 9 of the EU
AI Act but provide weaker coverage than the act of certain requirements for
human oversight and transparency. Quintais [27] provide a legal analysis with
respect to copyright issues when dealing with Generative AI and the interaction
between the AI Act and EU copyright law such as the Digital Single Market
Directive (CDSMD). Similarly, the first challenge highlighted by Scantamburlo
et al. [31] in their analysis of the AI Act, is the conflicts arising from potential
coordination issues with existing legal frameworks, such as competition law and
consumer law. Assessment requirements can lead to challenges involving more
extensive considerations, such as intersections with other legal obligations (e.g.,
GDPR, Copyright Law). The transparency mandated by the GDPR and fur-
ther reinforced by the AI Act also necessitates the disclosure of specific system
techniques. The article of Fernhout and Duquin [12] takes the example machine
learning algorithms used for credit scoring, classified as high-risk system. The
economic model and competitive advantage of these systems rely on the pre-
cise weightings and parameters, which are protected as trade secrets. Under
the transparency requirement, there is a risk of infringing proprietary rights by
requiring the disclosure of motivations and design decisions. This could reveal
detailed information about the algorithms and data used, thereby affecting intel-
lectual property, trade secrets, and competitive advantage. Casarosa [5] follows
this conclusion by stating that the missing alignment between the AI Act and
another regulation, the Cybersecurity Act, is to be seen as a missed opportunity,
as “different approaches adopted in the two acts may undermine the goal of cer-
tification mechanisms as trust-enhancing and transparency instruments“. In the
cybersecurity domain, the missing coordination between different regulations is
also discussed through the discussion of the Network and Information Security
System Directive reform (NIS 2), whereby Biasin and Kamenjašević [2] reach
the same conclusion as [5]. At the time of writing, no specific standard was in-
troduced for the certification of AI systems. And some of the already available
standards, technical specifications, and technical reports proposed by the ISO
are insufficient and are often criticized for failing to meet the requirements of the
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AI Act. For example, there is a divergence in approach between the requirements
of the AI Act and the ISO/IEC 23894 standard, titled “Artificial Intelligence —
Guidance on Risk Management,” which aims to guide organizations in managing
AI system risks. This standard primarily focuses on internal risks to the organiza-
tion developing AI. However, the AI Act, as outlined in Article 9, takes a broader
view of risk management, considering external risks such as health, safety, and
the fundamental rights of individuals affected by AI systems. In [14], the authors
map the standardization activities undertaken by the committee ISO/IEC JTC
1/SC 42 to the high-risk AI requirements. The conclusions highlight that: (i)
there is a lack of standards for technical documentation (Art. 11 AI Act), user
instructions (Art. 13 AI Act), and record-keeping management (Art. 12 AI Act);
(ii) there is a shortage of certifiable organizational standards. Most standards
are primarily designed to provide guidelines b, but not yet offer precise and mea-
surable criteria for official certification. Without certifiable standards, proving
that AI systems comply with legal requirements will be challenging, even if those
standards are followed; (iii) access to current ISO standards is costly, which cre-
ates a barrier that disadvantages smaller organizations (startups, SMEs, research
institutions). Requests for standardization are expected to be issued by the Eu-
ropean Commission (Art. 40 AI Act). Other organizations like the AI Watch
have started to propose a preliminary roadmap of international standards in
support of the requirements set out by the AI Act. [31] propose the adaptation
of existing standards, such as ISO/IEC TR 24368:2022 for describing technical
specifications for the assessment of machine learning classification performance.

4.4 Challenges relating to the implementation of the AI Act

The compliance process is hindered by the complexity of the organizational im-
plementation of the AI Act requirements. By trying to comply, AI providers
could face shortages in human resources, technical expertise, as well as financial
resources, especially when adhering to paid standards. For instance, it is fore-
seen that deployers of high-risk AI systems must implement human oversight,
monitoring, and report serious incidents and malfunctions, adding to operational
costs [8]. These requisites may carry a premium, potentially leading to higher
prices for consumers. Moreover, meeting EU AI Act requirements may increase
administrative burdens, delaying and discouraging the launch of new AI prod-
ucts or updated versions. Gengler and Schmalenbach [13], Kahdan et al. [19] as-
sess the AI Act from an organisational point-of-view. By observing the response
behaviour of 400 organizations, [19] derive four distinct response strategies, cir-
cumvent, comply, compromise, and control, as well as multiple response practices
towards AI regulation. Similarly, Ramos and Ellul [28] provides one of the few
works on the AI Act from a cybersecurity perspective. The authors argue that
the utilization of blockchain technology may aid in complying with some of the
AI Act requirements on data governance, transparency and record keeping. Fur-
thermore, several authors argue that time-consuming and costly processes could
favour large companies at the expense of smaller ones, because of their greater
resources and advanced expertise, creating a competitive disadvantage [25]. But,
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the EU AI Act could also discourage the development of AI solutions by affecting
international competition with regions that are not subject to such regulations
[8]. An interdisciplinary collaboration mechanism between the public and private
sectors has been proposed to promote a holistic approach to allow a better appli-
cation of the overly rigid framework to different AI use cases [31]. However, this
collaboration is often seen as lobbying, facilitating the self-governance process of
large technology companies. Accused of “secret negotiations” by Metikos [23], it
is claimed that policymakers allowed and favour the influence of Big Tech lob-
byists during the legislative process of the AI Act. It cites the French company
Mistral, which opposed the regulation of generative AI to defend its own inter-
ests. This illustrates the need for balanced cooperation between legislators and
the private sector, to avoid excessive lobbying and compelling self-governance.

5 Discussion

The main challenges and issues raised by researchers with the AI Act may be
grouped into three categories: (i) First, the lack of clarity in the definitions of
used terms, the lack of precision in the risk-classification of AI systems, the
unclear definition of the necessary requirements, and the lack of clear legal re-
sponsibilities assigned to the various stakeholders. (ii) The gap and partly over-
lap between existing regulations and the absence of certifiable standards. (iii)
The technical and organizational difficulties in applying the regulation, which
may slow down its implementation and act as a competitive disadvantage for
organisations. By providing an overview of ongoing trends in critiques of the AI
Act, these results confirm the concerns raised regarding existing regulations. For
instance, the financial and organizational resources required could risk stifling
innovation by favouring large, influential companies capable of mobilizing such
resources to shape the legal framework to serve their own interests. As a result,
this could distort competition and discourage overall AI innovation. Thus, this
analysis highlights the need to adapt future regulations to ensure their applica-
bility to the entire market and alignment with the complexity of AI systems. A
first step in addressing particularly the identified lack of clarity (i), could be the
Code of Practice, for which the EC will start its drafting process in Mai 2025.

Naturally, this work is not without limitations. The literature review process
did only identify a representative set of findings, more work might be found
in other domains, e.g. in legal or ethics databases. The potential presence of
reporting bias need to be acknowledged, as does the lack of further analysis of
the identified authors and their geographic and institutional perspectives that
may explain their criticism. Nonetheless, for cybersecurity researchers, the lack
of findings specifically tailored towards cybersecurity education, demonstrate the
need for future research in this domain. Not only does AI regulation need to keep
track with the rapid evolution of AI, but researchers need to keep track as well.
Cybersecurity educators need to be aware of the regulation to identify strategies
to educate AI system deployers as well as AI system users on the subject. As of
now, research is found to focus strongly on a legal interpretation of the Act, by
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providing research from the perspective of a policymaker. Future work should
therefore assess how exactly cybersecurity educators can comply with the AI
Acts requirements on AI literacy, for instance by developing quality standards
for AI education in different organisational and societal domains.

6 Conclusion

This work provides a systematic literature review on the recent AI Act, which
aids cybersecurity professionals in understanding the current challenges and limi-
tations of a regulation that might severely impact their daily work. In the context
of cybersecurity, this work highlights current shortcomings with respect to the
scope and applicability of the regulation, as well as challenges in the identifica-
tion and classification of risks. According to the discussed research, the AI Act
does not to adequately address the challenges posed by AI and ML systems. For
cybersecurity educators, the AI Act will be another regulation to be considered,
as the AI Act clearly emphasizes the importance of educating personnel on AI
applications, systems and it’s functioning. Therefore, future work should study
not only study how cybersecurity education can be facilitated through AI [1, 20],
but how cybersecurity education on AI itself can be fostered, and AI compliance
be achieved in a multi-perspective environment.
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